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Copyright 

 

Copyright © JISA Softech Pvt. Ltd. All rights reserved.  

 

The information in this document is intended for the use of JISA Softech Pvt. Ltd. customers only for the 
purposes of the agreement under which the document is submitted, and no part of it may be reproduced or 

transmitted in any form or means without the prior written permission. 

 

 

Disclaimer 

 

The information or statements given in this document concerning the suitability, capacity, or performance of 
the mentioned hardware or software products cannot be considered binding but shall be defined in the 
agreement made between JISA Softech Pvt. Ltd. and the customer.  

 

However, JISA Softech Pvt. Ltd. has made all reasonable efforts to ensure that the instructions contained in 
the document are adequate for in-depth description of the product.  

 

JISA Softech Pvt. Ltd. will, if required explain queries related to specific product. 
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ABOUT JISA 

We are a young Information Technology company providing various Authentication products and Solutions.  

 

All our Public Key Infrastructure (PKI) & Cryptographic solutions are sold under brand name JISA. With strong 

core competencies in Cryptography and PKI, JISA offers solutions built around Public Key Infrastructure (PKI), 

the framework that brings confidentiality, authentication, privacy, and non-repudiation. 

ñJISA has an entire range of software applications based on cryptographic algorithms and protocolsò 

We at JISA are focused on the design, develop, sales and support of various Hardware and Software 
solutions. We have done an extensive market research on various requirement of market and included 
suitable solution in our Solution Portfolio.  

 

JISA India R&D centre situated in Pune, is a core of a team with excellent technicians and think-tankers with 
the only objective of delivering simple, efficient and powerful device that meets oneôs, particularly routine 
requirements on technological front. It is our endeavour to provide our consumers, a taste of the technology 
ahead.   
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ABOUT DOCUMENT  

 
This document is targeted at users who will use JISAôs CryptoBind DSS. Readers should also read the 
following related documents for complete understanding.  
 

WHAT IS CRYPTOBIND DSS ADMIN PORTAL 

 

JISA provides EKMS Admin Portal which is the administration console for managing CryptoBind DSS. This 

EKMS Admin Portal is simple interface which enables user to manage various operations using features 

available with the portal.  

The main features of CryptoBind EKMS Admin Portal are mentioned below  

¶ Dashboard help for keeping track of available users, keys, applications and other metrics of DSS.  

¶ Role-based access control (RBAC) lets user define policies to ensure authorized access to portal.  

¶ Key Management enables user to perform various key operations viz. key generate, key list, key 

discovery,   key import, BYOK.  

¶ Applications Management enables user to onboard the application for use cases like tokenisation 

and encryption.  

¶ TDE Management 

¶ Configuration section lets users configure their email servers, sms server, active directory  

integration.  

¶ Logs let user analyse the portal operations.   

 

 

 

Fig 1. Admin Portal  
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SIGN IN 

 
The below given image refers to the login screen of EKMS Admin Portal. Through this interface the user will 
sign into the EKMS Admin Portal from where the EKMS functions can be managed. (Note: Please use EKMS 
Admin Portal credentials handed over by JISA engineer)  
 
To sign in to EKMS admin portal, user may follow below given steps  

 
1. Open Google Chrome web browser on your computer  
2. Type & open below URL:  
https://<KMS_IP_ADDRESS>:5001/cryptobind-jisa  
3. Enter your registered email id i.e. username & password received on your registered mobile no &/or email 
ID  

4. Click on Sign In button 

 

 

 

Figure 2: Sign In to EKMS Admin Portal 
 
Note: The configuration of email OTP and SMS OTP has to be added explicitly based on the client 
requirement viz. email template and sms template specifications. KMS Admin Portal has provision to support 
the same but is not supplied with the configuration by default.  
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FORGOT/RESET PASSWORD 

 

In case the user forgets his or her login credentials, he/she can reset the credentials using Reset button.  
To reset password, user may follow below steps:  
1. Open Google Chrome web browser on your computer  
2. Type & open below URL:  
https://<KMS_IP_ADDRESS>:5001/cryptobind-jisa  

3. Click on Forgot Password as shown in Figure 3 

 

 

Fig 3 Forgot /Reset Password 
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EMAIL CONFIGURATION 

To send DSS operation updates to users, email alerts can be configured using Email Configuration tab in 

Configuration.  

Below shown is the snapshot for Email Configuration List under Configuration >>Email Configuration. 

You can add a new email configuration by clicking on Add button. 

 

 

Fig 4. Email Configuration List 

To view existing email configuration list, admin may follow below given steps: 

1. Go to Configuration (Considered if user is logged in to any other module of KMS admin portal at 

present) 

2. Click on Email Configuration 

3. Admin will be redirected to Email Configuration List 

4. Below details are shown on the tab 

a. Sr No 

b. Host 

c. From Email - ï Email ID from which email will be sent 

d. Username 

e. Port 

f. IsEnabled SSL 

g. Action ï By clicking on the edit icon (given under Action column) the admin can update existing 

Email Configuration information  

By clicking on delete/remove button, admin can remove existing email configuration details 
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Add Email Configuration 

1. Go to Configuration (Considered if user is logged in to any other module of KMS admin portal at 

present) 

2. Click on Email Configuration 

3. Admin will be redirected to Email Configuration List 

4. Click on Add button given on right side side of your screen 

5. Enter requested details on your screen: 

a. Host name 

b. From email ID ï Email ID from which email will be sent 

c. Username  

d. Password  

e. Port number 

f. Select SSL Option ï Yes/No  

6. Click on Save. 

Below shown is the snapshot of Add Email Configuration under Configuration 

 

 

Fig 5. Add Email Configuration 
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VIEW SMS LIST 

1. Go to Configuration  
2. Click on SMS to view the SMS List 

 

 

Fig 6 SMS List 

ADD SMS CONFIGURATION 

1. Click on Add New SMS button located on the upside right corner  
2. Enter the details mentioned in tab :  
a) SMS URL  
b) Sender Name  
c) Username  
d) Password  
e) DLT Entity Id  
f) Select SMS Type  

g) Click on save button 
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Fig 7. Add SMS 

1. After clicking on the link, you will get validation code on your registered email ID/Mobile no as given below  
Dear Sir/Madam,  
There was a request to change your password!  
If you did not make this request then please ignore this email.  
Otherwise, please click this link to change your password  
Link: 
https://10.177.31.165:5001/Login/SetPassword/343r8ubsdiusba56b1324a21e2c2ea00b784b862862ff5e536a  
Use your secret code!  
96680078  
Regards  

JISA Softech 

2. Enter the Validation Code as shown in Figure 8 
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Fig 8 Validation Code 

3. After successful validation of code, you will see Reset Password window as shown in Figure 7  

4. Enter New Password & Confirm the same  

5. Click on Submit 

 

Fig 9 Set Password 
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DASHBOARD 

Once logged in, by default Dashboard will be opened. You can check summary such as License Details, 
Management  
Summary etc. On left side of screen, various modules are available.  

After successfully login to the to the EKMS Admin Portal, Dashboard screen will appear as shown in Figure 10  

 

 

Fig 10 Dashboard 

The dashboard shows below information:  
¶ Basic Details  
¶ Keys Details  
¶ Management Summary  
¶ Profile Summary & Logout button  

¶ Module List 
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BASIC 

Basic details of EKMS admin portal are shown as given in figure 9. 

 

 

Fig 11 Dashboard- Basic details 

These details will be with respect to the users, roles & application added.  

¶ User List  

Widget is provided with total user count. Once you click on More Info, you will get detailed user list.  

¶ Role List  

Widget is provided with total role count. Once you click on More Info, you will get detailed role list. 

¶ Application List 

Widget is provided with total application count. Once you click on More Info, you will get detailed application list. 
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MANAGEMENT SUMMARY 

 

Management summary shows below mentioned details as shown in Figure 12. These details will be with 
respect to the license procured. Here the server refers to CryptoBind DSS (Key Management Solution)  
 

¶ Appliance Serial Number  
KMS appliance number which is configured to access the EKMS Admin Portal  

 
¶ Server name  
Refers to the domain name of your CryptoBind DSS  

 
¶ Server Time  
Date & time of server  

 
¶ Last Login  
Date & time of last login to EKMS Admin Portal  

 
¶ High Availability  
Whether high availability is configured or not  

 
¶ Home Directory  
Home directory through which the EKMS admin portal operates  

Below shown is the snapshot for Management under Dashboard 

 
Fig 12. Dashboard - Management 
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KEY DETAILS 

Details of configured keys are shown under this menu 

 

 

Fig 13. Key Details 

¶ Keys List  
Widget is provided with total Keys count. Once you click on More Info, you will get detailed keys list.  
¶ Vulnerable Keys  
Widget is provided with % of Vulnerable keys in system. Once you click on More Info, you will get detailed 
keys list.  
¶ Key Expiring in 5 days  
Widget is provided which shows number of keys which will be expired in 5 days.  
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LOGOUT 

 

The top right corner of Dashboard displays the Logout button & and provides the logout button to logout from 
the existing EKMS session. You can also maximize the screen by clicking on maximize option 

 

 

Fig 14. Dashboard- Logout 
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MODULES LIST 

On the left side panel of the dashboard the user will be able to see modules to manage the DSS viz. Refer 

Figure 15 

 

 

Fig 15 Dashboard- Module List 

¶ Dashboard  
As seen in previous section, dashboard given high level view of users , keys , roles etc.  

¶ User Management  
It is used for below mentioned functionality  

O This helps to manage users  
o To create, manage, delete and implement different access control for managing KMS Admin 
Portal functionality  

¶ Key Management  
Key Management module is used for below functionality  

o To manage encryption key lifecycle  
o creation, storage and retrieval of crypto keys.  
o View encryption key list  

¶ Tokenization 

¶ TDE Management 

 

¶ Configuration  
This module is used for below purpose  

o This menu is used for Email configuration. Day to day DSS activities alerts can be shared with 
users by configuring email alerts given under Configuration Manager.  

o Cluster Configuration 

¶ Logs  
Audit Management module is used to perform below mentioned activities  

o To view and access audit logs  
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USER MANAGEMENT 

With user management, Admin can give access of various features to other users. User Management lets user 

to create, manage, delete and implement different access control for managing KMS Admin Portal 

functionality. 

ROLE LIST 

Role in KMS Admin Portal defines and refers to user access control for entity to assign function specific roles 

to various authorised personnel. KMS Admin Portal comes with a SUPER ADMIN user access by default for 

company to start operating CryptoBind KMS. This super admin can further create the separate users for 

specific roles. While creating User Roles, admin has to select the actual features which the user with this new 

role will be accessing.  

  

Existing user Role List can be fetched using this menu. New role can be added by clicking on Add button. 

Below shown is the snapshot for Role List under User Management 

 

 

Fig 16 Fetch Role List 

To see the role list, admin may follow below mentioned steps:  

1. Go to User Management (Considered if user is logged in to any other module of KMS Admin Portal at 

present)  

2. Click on Role List tab inside User Manager tab  

3. The user will now be redirected onto Role List page.  

4. Below mentioned details are shown on the Role list tab  

a. Role ï Role name 
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b. User Type ï User type viz Standard, Management 

c. Created On ï Role creation date  

5. By clicking on eye icon under Action column, user can see features assigned to that particular role. 

CREATE ROLE 

To create a new role, admin may follow below mentioned steps  

  

1. Go to User Management (Considered if user is logged in to any other module of KMS Admin Portal at 

present)  

2. Go to Role List tab inside User Manager tab  

3. The user will now be redirected onto Role List page.  

4. Click on Add button given on the right side of your screen 

 

 

Fig 17 Add Role Button 

5. Admin shall enter the Role name  

6. Select the tabs/ features to be assigned for that role. 

7. Click on Save.  

Below shown is the snapshot for Create Role under User Management 
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Fig 18 Add Role 
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USER LIST 

Existing user list can be fetched using  User Management>>User List menu. You can also click on Add button 

to create or add new user. 

Below shown is the snapshot for User List under User Management 

 

 

Fig 19. User List 

To see the user list, admin may follow below mentioned steps:  

1. Click on User Management (Considered if user is logged in to any other module of KMS Admin 

Module at present)  

2. Go to User Registration tab inside Admin Module tab  

3. The user will now be redirected onto User List page.  

4. Below mentioned details are shown on the user list tab  

a. User Name ï Registered email ID which can be used for logging into the KMS Admin Portal  

b. Display Name  

c. Contact 

d. Role  

e. User Type 

f. Actions ï By clicking on the edit icon (given under Action column) the admin can update existing 

user information. 
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ADD USER 

To add new user, admin may follow below mentioned steps:  

  

1. Go to User Management (Considered if user is logged in to any other module of KMS Admin portal at 

present)  

2. Click on User Registration  

3. Go to User List tab inside User Manager tab  

4. The user will now be redirected onto User List page.  

5. Click on Add button (given on right side of your screen) 

 

 

Fig 20. Add new user button 

6. Admin will be redirected to Add User page 

 



   

 

 

20240725 25 Confidential 

 

Fig 21. Add User 

 

1. Enter below user details as given on your screen: 

a. Email- Enter user email address 

b. Display name - Enter userôs name to be displayed on screen on top right corner.  

c. Mobile Number 

d. User Type 

e. Role ï Role to be assigned to the new user 

2. Once the data is entered click on Save button 

3. Admin will be now redirected to User List page 
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KEY MANAGER 

Using Key Management facility admin can control core functionality of DSS i.e. creation, storage and retrieval 

of crypto keys. 

With this user will be able to Generate new keys & List existing keys.  

 

SECRET 

¶ Secret Name  

¶ Secret Data 

 

 
 

Fig 22. Secret Data 
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KEYS LIST 

Key list tab lets user maintain the record of the generated keys from KMS Admin Portal 

Below shown is the snapshot for Keys List screen under Keys Management module. 

 

Fig 23. Key List 

To list the generated keys, user may follow below mentioned steps  

1. Go to Keys Management (Considered if user is logged in to any other module of KMS Admin Portal at 

present)  

2. Click on Keys List 

3. The user will now be redirected onto Keys List page 

4. The page displays below mentioned information 

a. Sr. No 

b. Key Label - Also referred to as key alias and key name 

c. Algorithm  

d. Key Length 

e. Key Type (RSA/AES/EC) 

5. User can also redirect to the Generate Key page by clicking onto the Add button located on top right 

end of the page. 
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GENERATE KEY 

 

1. Go to Key Manager (Considered if user is logged in to any other module of KMS Admin Portal at 

present)  

2. Click on Keys List 

3. Go to Add tab inside Key Manager  

 

 

Fig 24. Add New Key Button 

4. The user will now be redirected onto Generate Key page 

5. Enter key label - Refers to key alias/ key name.  

6. Select key type - Refers to key algorithm  

a. RSA algorithm 

b. AES Algorithm 

c. EC Algorithm 

7. Select key size - Refers to key size  

a. RSA Key Size ï 1024 bits, 2048 bits, 3072 bits, 4096 bits 

b. AES Key Size ï 128 bits, 192 bits, 256 bits 

c. EC Key Size ï secp256k1  

8. Once the data is entered, click on Save button 
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Fig 25. Add Key 

 

9. The key is now generated. Go to List and check the entry for your generated key 
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KEY DISCOVERY REQUEST 

 

DISCOVER BY- HOSTNAME/IP ADDRESS  
 

To Discover by Hostname / IP Address follow below steps 

 

Fig 26. Key Discover - Host name/ IP Address 

 

1.Follow below mentioned steps -  
a) Enter Host name / IP Address  
b) Enter the Time ï Out  
c) Enter the Port  
d) Select the landing server  

e) Click on the Discover button 
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DISCOVER BY - IP ADDRESS RANGE  

To Discover by IP Address Range follow below steps 

 

 

Fig 27. Key Discover and IP Address Range 

1.Follow below mentioned steps -  
a) Enter the Start IP  
b) Enter the End IP  
c) Enter the Exclude IP Address  
d) Enter Time ï Out  
e) Enter the Port  
f) Select the appropriate Landing Server from the drop-down menu  

g) Click on the Discover button 

  



   

 

 

20240725 32 Confidential 

DISCOVER BY- FROM FILE  

To Discover by From File follow below steps  

 

 

Fig 28. Key Discover – From File 

1.Follow below mentioned steps -  
a) Choose the file by clicking on the browse button.  
b) Enter the Time Out  
c) Select the landing server  

d) Click on the Discover button 
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DISCOVER BY - SUBNET  

To Discover by the Subnet follow below steps ï 

 

 

Fig 29. Key Discovery Subnet 

 

1.Follow below mentioned steps -  
a) Enter the Start IP  
b) Enter the Exclude IP Address  
c) Enter the Time Out  
d) Enter the Port  
e) Select the landing server  

f) Click on the Discover button  
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KEY IMPORT 

 

 The user will now be redirected to the Key Import Page as shown in figure 30 
a) Enter the "key-size" and the "key algorithm" in the key filter which is at the top.  
b) Select the key label from the results  
c) After selecting the key label, select the key-owner and key-usage by clicking on the drop down button.  

d) Click on preview button 

 

 

 

Fig 30. Import Key 
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BYOK - BRING YOUR OWN KEY 

 The user will now be redirected to the BYOK Page as shown in figure 31 

a) Select Key Type 
b) Select the Certificate File by clicking on the ñChoose Fileò button  
c) Enter your password  
d) Click on Save button 

 

 

Fig 31. BYOK – Bring Your Own Key 
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HYOK 

Below mentioned are the supported key management ownership in various public cloud by JISAôs KMS 
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KEY APPROVAL 

Key Approval list for who will be delete the keys. 

 

Serial number 

Key Name 

Required Approval 

Approved By 

Rejected By 

Added On 

Action 

 

 

Fig 32. Key Approval 
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APPLICATIONS 

Using Applications facility admin can control core functionality of DSS i.e. Register and Manage applications 

VIEW APPLICATION LIST 

 

 

 

Fig 33. Register Application List 

The user will now be redirected to the Applications Page, displaying the following details viz. Refer figure 34  

a) Application name  
b) On-Board Status of the applications  
c) Vaultbased Tokenization enabled / disabled status can be viewed  
d) Vaultbased Tokenization can be enabled or disabled by clicking the button under Enable/Disable column  
e) There are three buttons under the Action column :  
1. View - This button helps to view and edit the Application IPs  

2. Resend Credentials - This button helps to send application credentials file on the respective user email 
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REGISTER APPLICATION 

1.  Clicking on the Register Application button, located at the top of the Application List page viz. Refer figure 

32  

2. Once user is redirected to Register New Application page viz. Refer figure 32, enter below mentioned 

details:  

a) Enter the Application Name  

b) Enter the Application IPôs  

c) Click on the ñEnable Vaultbased Tokenizationò button in order to enable vaultbased tokenization for the  

application which will be added.  

d) Click on Save button  

 

 

Fig 34. Register New Application 
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APPLICATION DEBOARDING 

Application Deboarding List  

¶ Serial number 

¶ Application Name 

¶ Required Approval 

¶ Approved By 

¶ Rejected By 

¶ Added On 

¶ Action 

 

 

Fig 35. Application Approval List 
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TOKENIZATION 

KEYS 

1. User will be now redirected to Keys page as shown in figure 36 

2.  Following details are mentioned in the keys page :  
a) Key Name  
b) Key Size  

3. In order to export the key list in Excel or PDF format, the user can click on the button in the upper-right 

corner. 

 

 

Fig 36. Keys 

ACCESS CONFIGURATION 

 

1. The following details about the application user are visible on the Access Configuration page:  
A) Name  
B) Email Address  
C) Mobile Number  
D) Actions -  

 ̧View -  
 ̧Send Password Reset Link -  
 ̧Edit -  
 ̧Delete -  

E) In order to export the application userôs list in Excel or PDF format, the user can click on the button in the 
upper-right corner 
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Fig 37. Access Configuration 

REGISTER APPLICATION USER 

1.Enter below user details as given on your screen:  

A) User Name  

B) Application Name  

C) Mobile Number  

D) Detokenize Access Level  

E) Alert Emails  

F) Click on save button 
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Fig 38. Register Application User 

TOKEN MANAGER 

1.The following details about the Available Token Rules are visible on the Token Manager page:  

a) Token Name  

b) Input Length  

c) Reference Key Type  

d) Preserver / Padding  

e) Key  

f) Actions -  

 ̧Keys Rotation -  

 ̧Delete -  

2.In order to export the Available Token Rules in Excel or PDF format, the user can click on the Excel/PDF 

button in the upper-right corner 
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Fig 39. Token Manager 

ADD NEW RULE 

1.Enter below user details as given on your screen:  

a) Token Name  

b) Select Encryption Key  

c) Select Preserver/Padding  

d) Salt  

e) Select Input Length  

f) Select Reference Key type  

2).Click on save button 
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Fig 40. Add New Token Rule 
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POLICY MANAGEMENT 

 

1.The following details about the Available Token Rules are visible on the Token Manager page:  
a) Policy Name  
b) Application Name  
c) Token Name  
d) Actions - Delete - This button helps to delete a a specific reference policy  
2.In order to export the Available Reference Policy in Excel or PDF format, the user can click on the Excel or 
PDF button in the upper-right corner 

 

 

Fig 41. Policy Manager 
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ADD NEW POLICY 

1.Enter below user details as given on your screen:  
a) Policy Name  
b) Select Application  
c) Select Token Rule  

2.Click on save button 

 

 

 

Fig 42. Add New Reference Policy  
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DB CONFIGURATION  

1.The following details about the Database Configuration are visible on the page:  

a) Application  

b) DB Type  

c) DB Name  

d) DB UserName  

e) DB IP Address  

f) DB Port  

g) Read DB IP Address  

h) Read DB Port 

 

 

Fig 43. DB Configuration 

ADD DB CONFIGURATION 

A) Application Name  

B) Database Type  

C) IP Address  

D) Database Name  



   

 

 

20240725 49 Confidential 

E) Database Username  

F) Database Password  

G) Database Port  

Read from DB Configuration:  

A) IP Address  

B) Port 

 

 

Fig 44. Add DB Configuration 
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TDE MANAGEMENT 

GROUP LIST 

1.The following details about the Groups are visible on the page:  

a) Name  

b) Created On  

c) Actions - Change Group:  

 

 

Fig 45. Group List 

REGISTERED CLIENT 

1.The following details about the Registered Clients are visible on the page:  

a) Group Name  

b) Instance  

c) IP Address  

d) Status  
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Fig 46. Registered Client List 

 

2..Click on Register Client button in the upper-right corner in the Registered Clients page. viz. Refer Figure 

46 

3.. User will be now redirected to Register Client Service page as shown in figure 45  
4.. Below mentioned details must be entered in the Register Client Service page:  
a) Select Group  
b) Enter Certificate Name  
c) Enter Instance Name  
d) SSL Enabled (Yes/No)  

5. Click on save button 
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Fig 47. Register Client Service 

TDE CLIENT 

1. User will be now redirected to TDE Client Management page as shown in figure 48  
2. The TDE Client Management has three sections (viz. Refer figure 48) :  

 ̧Single Instance TDE Client  
 ̧Cluster List  
 ̧Registered Cluster Members 

 

 

Fig 48. TDE Client  Management 
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A) Single Instance TDE Client  
Below mentioned details are visible in Single Instance TDE Client section -  
a) DB Type  
b) Key Name  
c) Instance Name  
d) DB Port  
e) DB Name  
f) Encryption Status  
g) Progress  
h) Rotation Type  
i) Actions -  

 ̧Rotate  
 ̧Auto-rotate  
 ̧More Options - Edit, Change Group, View Keys/Certificates  

j) In order to export the Group List in Excel or PDF format, the user can click on the Excel/PDF button in the 
upper-right corner 

ADD TDE CLIENTS 

A) Single instance TDE client 

1.User must enter below mentioned details in order to add TDE client : 
 
Connection Details -  
a) Select Group Name  
b) Select Database Type  
c) Destination Database Port  
d) Select Database Instance Name  

e) Master Database Username 

f) Master Database Password  

g) Click on connect 

Database Details -  
a) Select Database Name  
b) Select Key Name  

c) Click on save button 

B) Cluster List – 

Below mentioned details are visible in Cluster List (viz. Refer figure 94)-  
a) DB Type  
b) Certificate Name  
c) IP Address  
d) DB Port  
e) DB Name  

f) Encryption Status 

g) Progress  
h) Rotation Type  
i) Task Scheduled  
j) Actions -  

 ̧Decrypt  
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 ̧Rotate  
 ̧Auto-Rotate  
 ̧More Options : Edit, Change Group, View Keys/Certificates  

k) In order to export the Group List in Excel or PDF format, the user can click on the Excel/PDF button in the 

upside 

 

 

Fig 49.TDE Client Management 

 CONFIGURE CLUSTER 

 

User must enter below mentioned details in order to add TDE client :  
Connection Details -  
a) Select Group Name  
b) Select Database Type  
c) Cluster IP/Virtual IP  
d) Destination Database Port  
e) Master Database Username  
f) Master Database Password  

g) Click on Test Connection 

h) Click on connect  
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Database Details -  
a) Select Database Name  
b) Select Certificate Name  
c) Select Cluster Members  

d) Click on save button 

 

 

Fig 50. TDE Client Management 

 

C) Registered Cluster Members ï 

Below mentioned details are visible in Registered Cluster Members Section -  
a) DB Type  
b) Instance Name  
c) DB Port  
d) DB Name  
e) Actions -  

 ̧Change Group -  
É Enter Group Name  
É Click on save button  

 ̧Delete 
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Fig 51. TDE Client Management 

 

RESTORE TDE CLIENT 

 
1. Click on Restore TDE Client   

2. The user will be now redirected to Restore TDE Clients Page 

 

 

Fig 52. Restore TDE Clients  
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13. Below mentioned details are visible in the Group List:  
a) Select Group  
b) Source Instance  
c) DB Name  
d) DB Type  
e) Certificate  
f) Destination Instance  
g) Created On  
h) Actions - Change Group  
14. In order to export the Group List in Excel or PDF format, the user can click on the Excel/PDF button in the 
upside  

15. Click on the Restore Client button on the upside of the page  

16. User will be redirected to Restore Client Page  

17. User may enter below mentioned details : 

Source Details  
a) Source Group Name  
b) Source Client(Single or Cluster)  
c) Source Destination Name  
d) Source Source Certificate Name  
Destination Page  
a) Select Destination Group Name  
b) Select DB Instance Name  
c) Select Destination Database Type  
d) Destination Database Port  
e) Master Database Port  
f) Master Database Username  
g) Master Database Password  

h) Click on save button 

 

Fig 53. Restore TDE Clients 



   

 

 

20240725 58 Confidential 

TDE SCHEDULED TASK 

Single TDE Scheduled Task attached below details  

¶ Serial number 

¶ DB Name 

¶ Task Schedule 

¶ Status 

¶ Remark 

¶ Actions 

 

 

Fig 54. TDE Scheduled Task 
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Cluster TDE Scheduled Task 

Cluster TDE Scheduled Task attached below details  

¶ Serial number 

¶ DB Name 

¶ Task Schedule 

¶ Status 

¶ Remark 

¶ Actions 

 

Fig 55. TDE Scheduled Task 
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UNREGISTERED DATABASE 

List of Unregistered Database 

 

 

Fig 56. Unregistered Database 

Add Request for Unregistered Database 

 Add Request mentioned in tab : 

 Connection Details: 
  Group Name 
  Database Type 
  Database Instance Name 
  Destination Database Port 
  Master Database UserName 
  Master Database Password 

 Database Details: 
  Connection Status : Connected/Disconnected 
  Database Name 
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Fig 57. Unregistered Database 
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CONFIGURATION  

VIEW CLUSTER SECTION 

 

1.HOST SECTION sections details appear -  
a) Serial number  
b) Name  
c) IP Address  
d) Created On  
e) Updated On  

f) Action 

 

 

Fig 58. Cluster Section 
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ADD HOST 

Host Name 

IP Addresss 

 

 

Fig 59. ADD HOST  
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VIEW CLUSTER MEMEBR 

 

6. Cluster Members sections details appear -  
a) Serial number  
b) Cluster Name  
c) IP Address  
d) Created On  
e) Updated On  

f) Action (Modify/Delete) 

 

 

Fig 60 . Cluster Section 
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ADD CLUSTER MEMEBR 

 

1. Click on Add button located on the upside right corner.  
2. Enter the details mentioned in tab :  

a. Select Cluster  
b. Member IP Address  

3. Click on save button 

 

 

Fig 61. Add Cluster Member 
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CSR INFO 

1. Click On The Modify Button From The Action Column Of The Csrinfo Section 

2. Enter The Details Mentioned In Tab : 

A) Email 

B) Organization 

C) Organization Unit 

D) Location 

E) State  

F) Country 

G) Action 

3. Click On Save Button. 

 

 

Fig 62. CSR Info 
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ROOT OF TRUST 

1. Click on the modify button from the action column of the RootofTrust section 

2. Enter the details mentioned in tab : 

a) Name 

b) Serial number 

c) Expiry Date 

d) Added on 

e) Action 

3. Click on save button. 

 

 

Fig 63. Root of Trust 
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ACTIVE DIRECTORY 

 

Fig 64. Active Directory List 

1. Click On The Modify Button From The Action Column Of The Active Directory Section 

2. Add Active Directory Mentioned In Tab : 

A) Username 

B) Password 

C) Host 

D) Port 

3. Click On Save Button. 

 

Fig 65. Add Active Directory  
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QUORUM POLICY  

 

Fig 66. Quorum Policy 

1. Click On The Modify Button From The Action Column Of The Quorum Policy Section For Delete A Key 

2. Add Quorum Policy Mentioned In Tab : 

A) Action Type 

B) Minimum User Approval 

C) Select Users 

3. Click On Save Button. 

 

Fig 67. Add Quorum Policy 
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LOGS 

 

1. Log Entries appear with other details as shown in figure 68  
a) Serial Number  
b) Log Type  
c) log Message  
d) Access IP Address  
e) User Name of Person who Logged In  

f) Date & Time of Log Entry 

 

 

Fig 68. Audit Logs 
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DOWNLOAD KMS LOGS 

1. Log Type 

 Select Logs type : 
  KMIP Server 
  KMIP Service 
  Replication 
 
2. Date Filter: Select a appropriate date for Download logs 

3. Click on Download Button. 

 

Fig 69. Download Logs 
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Contact:  

sales@jisasoftech.com , support@jisasoftech.com 

JISA Softech Pvt. Ltd.  
  

A-604, 6th Floor, Ganraj Chowk, Amar Business Zone 
Baner, Swati Park, Veerbhadra Nagar, Baner, Pune, 

Maharashtra 411045 

 
www.jisasoftech.com 
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